
Time Line Analysis

Using Free & Open Source Tools
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Let’s go back in time…

Oct 03 2000 16:01:30     484 .a. -rw------- root     root /etc/ftpaccess

153488 .a. -rwxr-xr-x root     root /usr/sbin/in.ftpd

Oct 03 2000 16:01:33     456 .a. -rw------- root     root /etc/ftpconversions

Oct 03 2000 16:01:34     104 .a. -rw------- root     root /etc/ftphosts

79 .a. -rw------- root     root /etc/ftpusers

4096 mac -rw-r--r-- root     root /var/run/ftp.pids-

all

Oct 03 2000 16:01:54   42736 .a. -rwxr-xr-x root     root /sbin/ifconfig

11868 .a. -rwxr-xr-x root     root /usr/bin/cut

Oct 03 2000 16:01:55    3070 m.c -rw-r--r-- root     root /etc/inetd.conf

10160 .a. -rwxr-xr-x root     root /usr/bin/killall

8860 .a. -r-xr-xr-x root     root /usr/bin/w

Oct 03 2000 16:20:37   20452 m.c -rwxr-xr-x root     root /bin/systat



… state of the art circa 2000

Oct 03 2000 16:20:53  166416 .a. -rwxr-xr-x root     root /usr/bin/pico

1143 .a. -rw-r--r-- root     root /usr/share/terminfo/v/vt100

1143 .a. -rw-r--r-- root     root /usr/share/terminfo/v/vt100-am

Oct 03 2000 16:21:04   63376 .a. -rwxr-xr-x root     root /usr/bin/egcs

63376 .a. -rwxr-xr-x root     root /usr/bin/gcc

Oct 03 2000 16:21:05  207600 .a. -rwxr-xr-x root     root /usr/bin/as

2315 .a. -rw-r--r-- root     root /usr/include/_G_config.h

1297 .a. -rw-r--r-- root     root /usr/include/bits/stdio_lim.h

4680 .a. -rw-r--r-- root     root /usr/include/bits/types.h

9512 .a. -rw-r--r-- root     root /usr/include/features.h

1021 .a. -rw-r--r-- root     root /usr/include/gnu/stubs.h

11673 .a. -rw-r--r-- root     root /usr/include/libio.h

20926 .a. -rw-r--r-- root     root /usr/include/stdio.h

4951 .a. -rw-r--r-- root     root /usr/include/sys/cdefs.h



SANS Investigative Forensics Toolkit

 http://computer-forensics.sans.org/community

 Linux virtual machine (VMWare)

 Dozens of FOSS forensics tools

 Enables “hybrid” investigations







Image source: http://www.flickr.com/photos/dullhunk/380814854/sizes/l/in/photostream/



M is for Modification

Image source: http://www.flickr.com/photos/aresauburnphotos/3266010882/



A is for Access

Image source: http://www.flickr.com/photos/ben-zvan-photography/468487548/sizes/o/in/photostream/



C is for Metadata Change

Image source: http://www.flickr.com/photos/dariuszman86/2888154876/sizes/o/in/photostream/



B is for Born

Image source: http://www.flickr.com/photos/andrewasmith/4395999496/sizes/l/in/photostream/



File System Time Lines

Brian Carrier’s The Sleuthkit

 fls

 mactime



fls

Creates a “bodyfile”

0|C:/$AttrDef|4-128-4|r/rr-xr-xr-x|48|0|2560|1296631049|1296631049|1296631049|1296631049

0|C:/$BadClus|8-128-2|r/rr-xr-xr-x|0|0|0|1296631049|1296631049|1296631049|1296631049

0|C:/$Bitmap|6-128-4|r/rr-xr-xr-x|0|0|1310656|1296631049|1296631049|1296631049|1296631049

0|C:/$Boot|7-128-1|r/rr-xr-xr-x|48|0|8192|1296631049|1296631049|1296631049|1296631049

0|C:/$Extend|11-144-4|d/dr-xr-xr-x|0|0|552|1296631049|1296631049|1296631049|1296631049

…

fls -r -m mount_point -r -z time_zone -s clock_skew image > output_file

Can’t remember the syntax? Run the command.



mactime

Takes a bodyfile and makes it legible

 Like the first two slides in this presentation

mactime -b bodyfile –d -y -m -z time_zone > output_file

Can’t remember the syntax? Run the command!



Muhahaha, I haz timestomp!

Photo courtesy of http://www.flickr.com/photos/gumuz/



regwin.exe?



NTFS gets complicated

Time is recorded in two places

 $STDINFO Attribute

 $Filename Attribute

 Credit Rob Lee of SANS & Mandiant for his research into 

NTFS time stamps



$STDINFO
Rename Local 

Move

Volume 

Move

Copy Access Modify Create Delete

M X X

A X X X

Not Vista

Not Win7

X X

C X X X X X X

B X X



$Filename
Rename Local 

Move

Volume 

Move

Copy Access Modify Create Delete

M X X X X X

A X X X

C X X X X X

B X X X



$Filename times



Mark McKinnon’s MFT Parser

Windows

 http://j.mp/jq129c

Linux

 http://j.mp/m4Q2er

Mac

 http://j.mp/iRKr8t



Timestomp clones





Circa 2008

“The Windows Registry is a log file.”
– Harlan Carvey author of Windows Forensic Analysis and 

Windows Registry Forensics

 Regtime.pl can pull Registry “last write” times 

and put them in “bodyfile” format.



Registry Times





More time stamps

Windows Event logs

EXIF metadata

Browser history & 

other artifacts

Anti-virus logs

PCAP files

PDF files

Windows Prefetch files

Windows Recycle Bin

Restore Points

Volume Shadows

Windows SetupAPI.log

Memory dumps

Windows Shortcuts

…



How to collect them all?



Super time line



Conclusions

Timestomp upped the attacker’s game

We can do better…

 Mark McKinnon’s MFT Parser

 David Kovar’s analyzeMFT.py

 Harlan Carvey’s Regtime

 Kristinn Gudjonsson Log2Timeline



Questions?

Additional reading:

computer-forensics.sans.org/blog

Contact:

davehull@trustedsignal.com


